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1500125 adanguiiiensBeuinaendin 3(3-0-6)
English for Lifelong Leamning

1500126 A BINguludInuuIUIIA 3(3-0-6)
English in International Society

1500127 Vinwensdeansnwiineg 3(3-0-6)
Thai Commmunication Skills

1500203 Aaduaiundn 3(3-0-6)
Suan Dusit Spirit

4000116 Wmanslutinuszaniu 3(3-0-6)
Science in Everyday Life
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Mathematics in Everyday Life

4000118 wialulagfdaludinuszd1iu 3(3-0-6)
Digital Technology in Everyday Life
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Thai Citizens in the 21st Century
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4231101 nann1seulusinsuaeuimes 3(2-2-5)
Principles of Computer Programming

4231301 MANMTINGINI VoA 3(2-2-5)
Principles of Data Science

4231401 J3usTIUkasN N leues 3(3-0-6)
Ethics and Cyber Laws

4231402 anusfunsUasndeloues 3(2-2-5)
Cyber Security

4231102 mMadeuldsunsuiiennutuaslasnsy 3(2-2-5)
Secure Programming

4231103 annenssussuuUiunng 3(2-2-5)
Operating System Architecture

4231201 STUULASOUNUABUNIADS 3(2-2-5)
Computer Network System

4232301 msdamsguteyastrsiunsiasndy 3(2-2-5)
Secure Database Management

4232501 anlnenssunisuseianauuunaIn 3(2-2-5)
Cloud Computing Architecture
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4232502 nswaunIuneundiaduliddatnuiuas | 3(2-2-5)
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Secure Web Application Development

4232201 InslvAsalarusn1sASeT Y 3(2-2-5)
Protocols and Network Services

4232202 wdevel$aeuavmnuiunslaonsde 3(2-2-5)
Wireless Networking and Security

4232203 N3ATI99ULATNNTIUIRLANTYNTN 3(2-2-5)
Intrusion Detection and Diagnosis

4232205 wsevulaalouilaztdsniies 3(2-2-5)
Client and Server Networks

4232503 msmauauaqm’amqmaaﬁuazmsﬁuﬂv 3(2-2-5)
Incident Responses and Disaster Recovery
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Cyber Security Scripting
4232302 Ingmsteyaionmsiuasasndloues 3(2-2-5)
Data Science for Cyber Security
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Penetration Testing
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Security Operation Center
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Uaonduloiues
Cyber Security Risk Management and
Assurance
4233102 ﬁzy,muwizawﬁuazmiﬁauﬁmaaLﬂ%a 3(2-2-5)
Artificial Intelligence and Machine Learning
4233501 AuiuaIaenfreIsTUUARTIS 3(2-2-5)
Cloud System Security
4233502 Tnemansloiues 3(2-2-5)
Cyber Forensics
4234901 TnssAdeauiuaaasnseluues 3(0-6-6)
Cyber Security Research Project
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4233302 MFUTMITINNTIEUUUHURNS 3(2-2-5)
Operating System Management
4233303 n13UsNIslasnnesdmsuszuulumnis 3(2-2-5)
Directory Service for Operating Systems
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Prevention and Countermeasures
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Application Programming Interface
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Robotic Process Automation
4233402 NTIAATIERULAZNITATIATUNNTRBLING 3(2-2-5)

Fraud Analysis and Detection
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4233305 msiupsassdeuuiiode 3(2-2-5)
Mobile Security

4233104 mnuifuasUaenfedwiudumesidinvesasnas 3(2-2-5)
Internet of Things Security

4233105 mMadsfaLarsShwmutuatasndeves 3(2-2-5)
Toya
Cryptography and Data Security

4233503 walulagudaniu 3(2-2-5)
Blockchain Technology

4233306 wann1sunUndeyanaznisgousialusunsy 3(2-2-5)

Principles of Steganography and Program

Obfuscation
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Cooperative and Work Integrated Education
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Professional Training in Cyber Security
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Special Topics in Cyber Security
a = = R J [ a

3) wuandvnaanEds ldeendn 6 wudwhin

WdeniSeuseivdy 9 dnlidesndn 6 miedn lundnansseAulsaansveuming1ay

aundn lngligdusednieesouniudd waghidusgivinuebiseulegliduniieing
Tunawinsdnsavanans



RUINIVUANIE
AYNU 27  wi2ene

4231101 nann19eUlUIHNINABUNINDS 3(2-2-5)

Principles of Computer Programming
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Program fundamentals and program development process; processing
commands; calculation commands; program control commands; input and output
commands; variables and data types; operators and expressions; functions; loops; exception
handling; user interfaces; utilizing libraries and frameworks; and practical programming

exercises

4231301 nannsImeIn1soya 3(2-2-5)

Principles of Data Science

WIAAYEIINEINITTONA NTEUIUNITIATIENTOUALTIETID Useianves
Taya NMswlastaya Msulslsziandeya Mmsdawsendeya nssuiunsuwidgmiegldinenisteya
wenadRiley NMINATIIToLAR USRI mﬁmwﬁ%’azﬂa&%m 2 fudstuly meflauaziniosile
dmivinemsteyansuszgndldiniesflonazinaiavesineinisteyaiiedinsizvinas Ussiliu
auiunsUasnselaives

Data science concepts; exploratory data analysis process; types of data;
data transformation; data classification; data preparation; problem-solving process using data
science; basic statistical principles; univariate data analysis; multivariate data analysis;
techniques and tools for data science; application of data science tools and techniques for

cybersecurity analysis and assessment

4231401 usIINLasNY Mg lYLUas 3(3-0-6)

Ethics and Cyber Laws
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Personal data protection law; computer crime law; cybersecurity law;
intellectual property; software patent and copyright registration; electronic transactions law;

cybersecurity frameworks; ethics in cybersecurity and case studies
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Cyber Security
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Security concepts; cyber crime; cyber threats; security policies and
standards; risk management; network security; data encryption; authentication mechanisms;
authorization; access control models; web security; mobile security; security incident

detection and response; cybersecurity standards and regulations

4231102 mMadeulusunsaivennuiuasaande 3(2-2-5)
Secure Programming
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Concepts and best practices in secure programming; code review; secure
coding principles to prevent attacks; SQL injection; Cross-Site Scripting (XSS), Cross-Site

Request Forgery (CSRF); access control coding; encryption coding; data security coding

4231103 danUnenssuszuud]uanis 3(2-2-5)

Operating System Architecture
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Computer operating principles; components and structure of computer
systems; operating system architecture; hardware components; processing unit; bus system;
external device connections; memory management; virtual memory management; process
management; concurrency; storage devices; process scheduling and management; input/output
management; file and directory management; data sharing; system access management;

computer system security; practical installation and management of operating systems.
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Computer Network System
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Network system components; network devices; types of networks; network
connection media; protocols; data communication standards; network connection types;
components of client-server architecture; client-server architecture; client-server protocols;
principles of client and server network communication; design and installation; basic configuration;
user management; access rights; file and folder creation and management; data transfer between
connected devices; data transmission over networks; bandwidth management; practice in installation;

testing and using network systems

4232301 nsdiansgrudeyasgnadiunsuasnde 3(2-2-5)

Secure Database Management
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Theory and principles of databases; type of database structure; data
type; relationship model; NoSQL data models; data management language; data cleaning;
sorting data; retrieving data from the database; database security; protecting data from loss
and damage; data access control; determination of rights to access information; data backup;

database analysis and design practice

4232501 da1tnenssunnsuszulanNaLuuAaIIn 3(2-2-5)

Cloud Computing Architecture
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Principles of cloud computing architecture; cloud services model,
infrastructure as a service; platform as a service; software as a service; using the cloud both in
public cloud; private cloud; hybrid cloud; guidelines for installing cloud computing; cloud
security; cloud security and risk management
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Secure Web Application Development
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Designing and building web applications for security and stability;
techniques for data communication between clients and servers; designing and securely
connecting to databases for web applications; assessing risks and analyzing vulnerabilities of
web applications; using various technologies and tools to detect and prevent attacks; and

steps in developing; improving; operating; and maintaining web applications efficiently

4232201 InslnAvawazuinisiATadng 3(2-2-5)

Protocols and Network Services
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Types of protocols; the structure and function of protocols; services
available in a network; data transfer across networks; the operation and interaction of protocols;
the application of protocols and services; wireless network protocols; design; operation; and

troubleshooting of network systems

4232202 wiavngl¥aneuazanuiiunsaandy 3(2-2-5)

Wireless Networking and Security
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Principles and technologies of wireless networks; wireless network
standards; wireless network design; wireless network installation; wireless network security;
encryption and data confidentiality over wireless networks; tools and techniques for securing
wireless networks; technologies for maintaining network security; detection of intrusions and

attacks on wireless networks; and training for managing secure wireless networks
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Intrusion Detection and Diagnosis
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Principles of intrusion detection; types of intrusions; techniques used in
detecting intrusions; tools used for intrusion detection; management of computer network
traffic; analysis of suspicious behaviors; detection of intrusions in network and computer

systems; diagnosis of network intrusions; and training for intrusion detection

4232205 wsevglaaauiuazi@swiies

Client and Server Networks
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Client-server system concept; components of a client-server computer;
client-server system architecture; client server protocol; principles of client and server
network communication; design and installation; basic configuration; user management
access rights; creating and managing files and folders; working with programs and
applications; installing and managing network services; maintaining networks using client and

server systems and case studies

4232503 msmauauawiam@;msaiuazmiﬁux\lj 3(2-2-5)
Incident Responses and Disaster Recovery
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Approaches to managing incidents that may impact an organization's
information systems; responding to intrusion incidents; disaster management and recovery

planning; and applying tools to handle potential crises in an organization
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Cyber Security Scripting
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Principles of creating scripts for network setup; installation;
configuration; managing ports and protocols; network customization; invoking network
services; file and directory management; interacting with databases; using scripts for data
access; detecting issues; and network level operations; programming networks with sockets

and APls; system administration; and surveying and managing both wired and wireless networks

4232302 Ingnsteyaiiennuiiuasasnivlviues 3(2-2-5)
Data Science for Cyber Security
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Importance of data science in cyber threats; data science and tools;

artificial intelligence; using machine learning techniques to create predictive models for
detecting and analyzing cyber attacks; creating and improving regulations for data access; data
security and analysis; analyzing data to find and detect abnormal behavior; using data science
tools and techniques for analyzing and monitoring cyber systems; and the future of data

science in the world of cyber security

4233301 NNSNAHIULANLIZUU 3(2-2-5)

Penetration Testing
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Penetration testing techniques; penetration testing process; vulnerability
scanning; vulnerability management; tools used in penetration testing; planning and processes
to enhance systems against intrusion; creating systems that are secure both technically and in

terms of policy; and conducting penetration testing exercises
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Security Operation Center
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centers; operation and management of security operations center; structure and function of
security operations centers; technologies and tools used in the operations of the center;
management and analysis of security data; and detection; reporting; and response to security

Incidents

4233401 mMsvimsannudesuaznisiusesanuiivasasadelaes  3(2-2-5)
Cyber Security Risk Management and Assurance
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Basic knowledge of risk management; specialized vocabulary in cybersecurity

and risk; cybersecurity frameworks; cybersecurity economics; evaluating the cost-effectiveness

of investments in information technology security measures; methodologies for managing
information security risks; risk assessment methods; ISO 27001 standard; cyber insurance;

technologies and tools for ensuring cybersecurity; and trends in cybersecurity insurance

4233102 JqnuszAvguasmsSeuivonnias 3(2-2-5)
Artificial Intelligence and Machine Learning
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Principles and concepts related to artificial intelligence and machine
learning; creating and developing models; methods of artificial intelligence and machine
learning; principles and techniques for using data to create and train models; learning from
data; prediction; classification; deep learning; techniques for detecting and solving problems;
and training in artificial intelligence for cyber security
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Cloud System Security
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Design and architecture of secure cloud systems; securely separating
physical and logical infrastructures; data protection for cloud systems; controlling access to
cloud systems; monitoring; auditing; and managing cloud systems; managing identity data in
cloud computing; designing security in cloud processing; policies, regulations and risk
management in cloud computing; assessing and reporting compliance of cloud systems and

providers

4233502 Afneaanslaiues 3(2-2-5)
Cyber Forensics
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Concept of cyber forensics; importance of cyber forensics; cyber forensics
process; types of cyber forensics; skills required for cyber forensic specialists; cyber forensic

tools; challenges for cyber forensics

4234901 TAssuiseanusuaslasnielviues 3(0-6-6)
Cyber Security Research Project
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Application of cyber security knowledge; research methodologies; project
design; development of projects related to cyber security work; project documentation and

presentation of project
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Operating System Management
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Concepts of operating system management; installing operating
systems; configuring systems; managing user rights and access control; process management;
managing system memory and files; installing and managing services; data backup and
recovery; optimizing performance and security; monitoring and troubleshooting; and using
scripting tools for system management
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Directory Service for Operating Systems
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Principles of directory system operation; designing, creating, and
maintaining directories; techniques for structuring domains; directory system structures;
creating and managing directory components; creating and managing related objects; using
directory management tools; directory management techniques; managing directory systems
in operating systems; configuring systems and controlling data access rights; and usage in
operating systems
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Prevention and Countermeasures
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Principles and tools used in attack prevention; implementing response
systems to enhance security; methods for analyzing network attacks; scanning and intrusion
detection; using tools and techniques to respond to intrusions; protection using firewall
systems; employing intrusion detection systems; preventing web-based attacks; and defending
and responding to attacks in information systems
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Application Programming Interface
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Importance and principles of designing program interfaces; program
interface technologies; creating and using program interfaces; communication between
applications and program interfaces; and practical training in developing program interfaces

for applications
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Robotic Process Automation
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Basic concepts and principles of robotic process automation; use of
tools and platforms for robotic process automation development; analysis of business
processes to identify opportunities for robotic process automation; design and development
of automated programs (bots); integration of robotic process automation with existing systems
in organizations; management and governance of robotic process automation projects; case

studies of robotic process automation applications in industry
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Fraud Analysis and Detection
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Methods for analyzing and detecting fraud; tools and techniques for
fraud detection; forms of fraud; analysis and detection of fraud; laws and policies related to
fraud prevention and management; preparedness for preventing and managing the threat of

fraud in organizations
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Mobile Security

wdnnswavweluladifenfunistlestuaruiuasasnsovesinsdwidede
nalnuazeluladiililunismuaunisdifsieya msdanisansuaznmsmuauanuiiunsaendy
vaalnsdnsidietio Msldaunazn1sAvuaAINISIdINe MIMIVANLAENIIATIIERUNITIAT oY
nsasangeding wedanisland nsundesrnusiunsasadevedinsdwiflete

Principles and technologies related to mobile security protection;
mechanisms and technologies used in data access control; management of rights and security
control of mobile phones; usage and access configuration; control and auditing access; vulnerability

detection; attack techniques; and protection of mobile phone security
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Internet of Things Security
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Principles of Internet of Things security; security requirements for the

Internet of Things; communication protocols of the Internet of Things; vulnerabilities of the

Internet of Things; maintaining the security of the Internet of Things; key components of

Internet of Things security; development of Internet of Things devices; designing Internet of

Things applications; and preparedness for preventing and managing threats to Internet of

Things devices
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Cryptography and Data Security
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Principles and techniques of data encryption; symmetric and
asymmetric encryption; utilizing encryption for preserving confidentiality; integrity and
reliability of information; cryptographic key management; evaluating the strength of encryption
systems; regulations and standards related to data security; and applying encryption principles

in the context of cyber security
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Blockchain Technology
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Principles and operation of blockchain technology; structure and function of
blocks; creation of new blocks; verification and connection of blocks in the network; application of

blockchain technology in business and industry; and data management
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Principles of Steganography and Program Obfuscation
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Techniques and principles in data obfuscation; using deep technology
to hide program code; techniques in creating images to conceal data and obscure program
code; programming to make the code difficult to analyze and understand; and preparing to

protect data and program code
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Cooperative and Work Integrated Education
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Practical training in a cyber security -related workplace for at least 600 hours
consecutively; student is regarded to pass pre-training preparation, write performance, and
present work results in a seminar between students and advisors after finishing training;
practical training covers works in a government department, public enterprise or private
company to enhance work experiences in cyber security, prepare for performance report and
presentation
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Professional Training in Cyber Security
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Fieldwork training of a cyber security student covers work in a government
department; public enterprise; or private company for at least 450 hours consecutively; to
enhance work experiences in cyber security by preparing a cyber security training report and

presentation and evaluation from the agency that provides training to students
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Special Topics in Cyber Security
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Emerging topics in cyber security; cyber security trends; and new methods in

cyber security
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